NETGEAR

ProSAFE® Intelligent Edge Managed Switches

Data Sheet

Highlights

M4100 series

The NETGEAR?® Intelligent Edge M4100 series consists of 12 fully managed
switches, ranging from 8-port Fast Ethernet to 50-port Gigabit Ethernet. They
are ideal for all organizations considering reliable, a ordable and simple access
layer switching with CLI, advanced scripting capabilities and Layer 3 routing.

As a cost-e ective component of converged voice, video and data networking
solutions, NETGEAR M4100 series delivers a secure edge in commercial
buildings and campus LAN environments: PoE (802.3af) and PoE+ (802.3at)
versions of M4100 series are perfect for Wireless access points, IP telephony
and IP surveillance deployments.
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M4100 series
Hardware at a Glance

FRONT REAR
10/100/ n _ PoE! ;
10/100 1000 100/ PoE! Storage! Power! RPS budaet PoE! Man-
Modell Form Base-T 1000X 802.3af | S.orade Supply/! 9 budget age- Modell
- Base-T R, ~ | (image,! | (connec- (PSU/ e
Name Factor RJ45! FiberISFP! POE+! Powered! (with? ment number
RJ45 confg) : tor) Pass
ports ports 802.3at by PoE EPS) console
ports through)
8 PoE External/
M4100-D10-POE Desktop 8 2 2 (shared) 802 3af No - 66W - FSM5210P
Rack 24 PoE Internal/
M4100-26-POE mount 24 2 2 (shared) | oo o 1 (RPS) 380W = FSM7226P
Rack 48 PoE Internal/ 1 (RPS or Upto
M4100-50-POE 48 2 2 (shared) 380W 740W FSM7250P
mount 802.3af No EPS)
(EPS)
M4100-D12G Desktop . 12 2 (shared) . Ethéza'/ PD mode . . GSM5212
10 PoE+ Internal/ 120w/ GSM5212P
M4100-D12G-POE+ Desktop - 12 4 (shared) 802 3at Ves PD mode 25w - vih2
1x
Rack 4 PoE+ Internal/ GSM7212F
M4100-12GF mount = 12 12 (shared) | oo oo o 1 (RPS) 150W = R;:gz il
Rack 12 PoE+ Internal/ 1 x’ GSM7212P
5 - - 1 x USB -
M4100-12G-POE+ mount 12 4 (shared) | goo ot 5 1 (RPS) 380W Vi USE e
M4100-26G Rack - 26 4 (shared) - Internal/ | gps) : . (select- = GSM7224
mount No able) v2h2
Rack Internal/ GSM7248
M4100-50G mount - 50 4 (shared) = No 1 (RPS) - - v2h2
Rack 24 PoE Internal/ 1 (RPS or Up to
M4100-26G-POE - 26 4 (shared) 192W 380W GSM7226LP
mount 802.3af No EPS)
(EPS)
V14100-246.POES Rack i s 4 ehared) | 24POE¥ Internal/ | 1@RPSor | oo ;szot\fv GSM7224P
mount 802.3at No EPS) vlh2
(EPS)
Rack 48 PoE+ Internal/ 1 (RPS or Up to
M4100-50G-POE+ - 50 4 (shared) 380W 1,440W GSM7248P
mount 802.3at No EPS) )
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Hardware at a Glance

M4100-D10-POElislaldesktop!8x1100Base-T.
PoElversion,/Layeri2+

= 2]Gigabitlportsiwith’2lshared!SFP
=ExternallPSU, fanless
=66Wbudget

Powered by PoE

M4100-D12G islaldesktopl12(x/1000Base-T!
version,lLayeri2+

*[2IsharedISFP
e[ExternallPSU;fanless
=CanlbelpoweredlbyPoE+!

J

PoE “passthrough” technology

M4100-D12G-POE+TlisTaldesktopl12Ix]
1000Base-Tiversion, Layeri2+

=4lsharedISFP;2]portsIPoE+“in"land!10!
portsiPoE+“out”

<[InternallPSUlwithllowlacoustics;/120W!
budget

=CanlbelpoweredlbyPoE+landiredistributell
25WIPoElbudget

J

M4100-26G-POEisia’24/x/1000Base-TIPoE!
version,lLayeri2+

*[21x11000Base-Tland!4lsharedISFP
<[InternallPSUlwithIRPS/EPS
«[192Wbudgetlandlupltol380WIwith(EPS

M4100-26-POEllislal241x1100Base-TIPoE!
version,Layer]2+]

*2]Gigabitlportsiwithi2IsharedI!SFP
[InternallPSUwith]RPS
«[380Wbudget

M4100-12GFlislal12IxISFPIversionlfor]
aggregation,lLayeri2+

*[12ishared]1000Base-T
e[InternallPSUlwith]RPS
=/AlportsIPoE+with!150Wlbudget

M4100-26Glisal26[xI1000Base-Tlversion,!
Layerl2+

*[4lshared!SFP
e[InternallPSUlwith]RPS

M4100-24G-POE+lislal24x:1000Base-TIPOE+(
version,lLayeri2+

*[4lshared!SFP
e[InternallPSUwithiRPS/EPS
«[380Wbudgetiandiupltol720WIwith EPS
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M4100 series

M4100-50-POEisa’481x1100Base-TPoEl
version,lLayeri2+

*2]Gigabitlportsiwithi2ishared!SFP
=[InternallPSUwith]RPS/EPS
=[380Wbudgetlandlupltol720WIwithEPS

M4100-12G-POE+[lislal12x11000Base-TIPOE+]
version,lLayeri2+

*[4sharedISFP
<[InternallPSUlwithIRPS
=[380Wlbudget

M4100-50GTlislal501x11000Base-Tiversion,!
Layeri2+

*[4sharedISFP
<[InternalllPSUlwithRPS

M4100-50G-POE+lislal481x11000Base-TIPoE+!
version,Layeri2+

*[21x11000Base-Tland!4lsharedISFP
<[InternallPSUlwithIRPS/EPS
=[380Wbudgetlandluptol1,440W.with(EPS
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M4100 series

LAYER 2+ PACKAGE
Model: IPv4/1Pv6 IPv4/IPv6 Green. IPv4] Model
Name Management ACLandIQoS, Multicast Auto-VolP Ethernet VLANs Convergence Unicast!Staticl Number
DifServ Filtering Routing!
EEEI
IR - - - . (802.3az)! Static,\Dynamic,] ~ - Yes!
M4100! ngr% me:'TSTSFI’-IS Lzmldislf Snﬁl\;:liséaplde‘l\'\//lnﬁg ndi Yes or Voice,IMAC,[Subnet,] LLgDmsEp“ (Port-based,! alll
series . SNMIg " 1Kbs MLD'ngrier'MVR : Energy! Protocol-based,/QoQ,] 802.1X ‘tir%er Subnet,VLANS,! models
-bp : " Detect! PrivatelVLANs o Loopback)
Mode

Pagel4l0fi36




The Intelligent Edge M4100 series switches are NETGEAR fully managed switches for 100M/1G access layer in SMB, Small Enterprise

and Campus networks. The M4100 series delivers the best combination of performance, security and convergence at a high-value price
point—unlike competitive, entry-level “SMB” solutions. Redundant power supply options (RPS), full PoE+ external power supply options
(EPS), Private VLANSs, LLDP-MED and MVR take a scalable, future-proof approach to delivering network services for Wireless access points,
IP phones and IP cameras infrastructures.

NETGEAR Intelligent Edge M4100 series key features:
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M4100 series

Modern access layer features highlights

Layer 3 hardware with L2+ software affordability

M4100 series models are built upon L3 hardware
platform while Layer 2+ so ware package allows for
better budget optimization

=1M4100 series uses latest generation silicon low-power 40-nanometer technology

=[M4100 series L2 and L3 switching features (access control list, classification, filtering, IPv4 routing)
are performed in hardware at interface line rate for voice, video, and data convergence

M4100 series Layer 2+ so ware package provides
straight forward IP static routing capabilities for
physical interfaces, VLANs and subnets

=[Fast Ethernet 802.3af PoE: M4100-D10-POE (8 ports desktop); M4100-26-POE (24 ports);
M4100-50-POE (48 ports)

= Gigabit: M4100-D12G (12 ports desktop); M4100-12GF (12 ports Fiber); M4100-26G (26 ports);
M4100-50G (50 ports)

=] Gigabit 802.3af PoE: M4100-26G-POE (24 ports)

= Gigabit 802.3at PoE+: M4100-D12G-POE+ (12 ports desktop); M4100-12G-POE+ (12 ports);
M4100-24G-POE+ (24 ports); M4100-50G-POE+ (48 ports)

=] At the edge of campus networks or in the server room, static routes are o en preferred for simplicity
(L3 fixed routes to the next hop towards the destination network are manually added to the routing table),
without any impact on performance because L3 routing is wire-speed in M4100 series hardware

High-value switching performance

16KIMACladdressltable, /1K concurrent’VLANs and 64 staticlroutes for’'SMBlandlsmalllenterpriselaccessllayers

80IPLUScertifedlpower’suppliesiforienergy.highle Fciency!

GreenlEthernetlwith!Energy EFcient’Ethernet!(EEE).
defnedbylIEEEIB02.3az(EnergyEFcientEthernet!
Task Force

=[M4100-D12G; M4100-26G; M4100-50G; M4100-26G-POE; M4100-50G-POE+

Green Ethernet with Energy Detect Mode
(unused ports automatic power 0 )

=[M4100-D10-POE; M4100-26-POE; M4100-50-POE; M4100-D12G-POE+; M4100-12GF,;
M4100-12G-POE+; M4100-24G-POE+

Increased packet bu ering with up to 12 Mb dynamically shared accross all interfaces for most intensive virtualization applications

Low latency at all network speeds

Jumbolframesisupportiofiup tol9Khlacceleratinglstoragelperformancelfor’backuplandicloudlapplications

Ease of deployment

Placement outside the wiring closet (conference
rooms,lofFces, classirooms, salesfoorlinlretail’
stores, etc...)

[ Forsecureldeploymentliniopenlareas!,/desktoplversionsicomelwithla’WalllMount Kit'withfourlbrackets!
«/M4100-D10-POE (FSM5210P)

*/M4100-D12G (GSM5212)

*/M4100-D12G-POE+ (GSM5212P)

=] Aslanloption,/alRack’MountKitlislorderablel(420-10043-01)

Installing M4100 desktop series on a Wall
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M4100 series
Modern access layer features highlights

Select desktop versions aIsp come with a set of «1M4100-D10-POE (FSM5210P)
strong magnets for mounting on any metal surface «IM4100-D12G (GSM5212)

Installing M4100 desktop series using Magnets

Automaticlconfgurationiwith!DHCPlandBootPIAutolInstallleases largeldeploymentsiwithla’scalablelconfguration flesilmanagementicapability,_/mappingIPladdresses!
and host names and providing individual configuration files to multiple switches as soon as they are initialized on the network

Both the Switch Serial Number and Switch primary MAC address are reported by a simple "show" command in the CLI - facilitating discovery and remote
configuration operations

AutomaticiVoiceloverlIPlprioritizationiwithAuto-VolPIsimplifesimosticompleximulti-vendorlIPltelephonesideploymentsieitherlbased’onlprotocolsi(SIP,[H323land!
SCCP) or on OUI bytes (default database and user-based OUIs) in the phone source MAC address; providing the best class of service to VolIP streams (both data and
signaling)loverlotherlordinary trafclbylclassifyingitra®c,andlenablingicorrectlegressiqueuelconfguration

AnlassociatedVoicelVLANIcanbeleasily’confguredwithlAuto-VolPforlfurtheritrafclisolation!

When deployed IP phones are LLDP-MED compliant, the Voice VLAN will use LLDP-MED to pass on the VLAN ID, 802.1P priority and DSCP values to the IP phones,
accelerating convergent deployments

Versatile connectivity including “PoE Passthrough”

|IEEE 802.3af Power over Ethernet (PoE) provides up to 15.4W per port (M4100-D10-POE; M4100-26-POE; M4100-50-POE; M4100-26G-POE)

|IEEE 802.3at Power over Ethernet Plus (PoE+) provides up to 30W per port (M4100-D12G-POE+; M4100-12G-POE+; M4100-24G-POE+;
M4100-50G-POE+)

Desktop versions can be powered by upstream PoE+ switch using their Port-1 (PD, PoE+ 30W): M4100-D12G and M4100-D12G-POE+

M4100-D12G-POE+canlevenlredistributelPoElpower from thelupstreamIPoE+switch'tolVolPIphoneslorlotheridevicesinimeetingrooms,retail’salesfoorsloriother’
challenging environments without outlet

Both IEEE 802.3at Layer 2 LLDP method and 802.3at 2-event classification methods are supported for compatibility with all PoE+ PD devices

Automatic MDIX and Auto-negotiation on all ports select the right transmission modes (half or full duplex) as well as data transmission for crossover or straight-
through cables dynamically for the admin

100Mbps backward compatiblity on all SFP ports

IPv6supportiwithimulticasting!(MLDIforlIPv6 fitering),/ACLsland!QoS

Tier 1 availability

Rapid Spanning Tree (RSTP) and Multiple Spanning Tree (MSTP) allow for rapid transitionning of the ports to the Forwarding state and the suppression of Topology
Change Notification

IPladdressiconfictldetectionlperformediby’thelembedded!DHCPIserveripreventsiaccidentalllPladdressiduplicatesifromIperturbingitheloveralllnetworkistability

Power redundancy for higher availability when mission critical, including hot-swap PSUs and Fans

Ease of management and control

Dual firmware image and dual configuration file for transparent firmware updates/configuration changes with minimum service interruption

Flexible Port-Channel /LAG (802.3ad) implementation for maximum compatibility, fault tolerance and load sharing with any type of Ethernet channeling from other
vendors switch, server or storage devices conforming to IEEE 802.3ad - including static (selectable hashing algorithms) or dynamic LAGs (highly tunable LACP Link
Aggregation Control Protocol )
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M4100 series
Modern access layer features highlights

Port names feature allows for descriptive names on all interfaces and better clarity in real word admin daily tasks

Loopback interfaces management for routing protocols administration

Private VLANs and local Proxy ARP help reduce broadcast with added security

Management VLAN ID is user selectable for best convenience

Industry-standard VLAN management in the command line interface (CLI) for all common operations such as VLAN creation; VLAN names; VLAN "make static"
for dynamically created VLAN by GRVP registration; VLAN trunking; VLAN participation as well as VLAN ID (PVID) and VLAN tagging for one interface, a group of
interfaces or all interfaces at once

System defaults automatically set per-port broadcast, multicast, and unicast storm control for typical, robust protection against DoS attacks and faulty clients which
can, with BYOD, o en create network and performance issues

IP Telephony administration is simplified with consistent Voice VLAN capabilities per the industry standards and automatic functions associated

Comprehensive set of "system utilities" and "Clear" commands help troubleshoot connectivity issues and restore various configurations to their factory defaults for
maximumladminleFciency:ltraceroutel(toldiscover thelroutesithatlpacketsiactuallytakelwhenitravelinglonlalhop-by-hoplbasislandiwithlalsynchronousliresponse!
when initiated from the CLI), clear dynamically learned MAC addresses, counters, IGMP snooping table entries from the Multicast forwarding database etc.

Alllmajoricentralizedisofwareldistributionlplatforms’arelsupportediforicentral’'sofwarelupgradesiand confguration’flesimanagement!(HT TP,/TFTP),lincludinglinZhighly?
securediversions!(HTTPS,ISFTP,ISCP)

Simple Network Time Protocol (SNTP) can be used to synchronize network resources and for adaptation of NTP, and can provide synchronized network timestamp
either in broadcast or unicast mode (SNTP client implemented over UDP - port 123)

Embedded’RMONI(4 groups)landsFlowlagentsipermit’externalinetworkitra®clanalysis’

Engineered for convergence

Audio (Voice over IP) and Video (multicasting) comprehensive switching, filtering, routing and prioritization

Auto-VolP,VoicelVLANIandLLDP-MEDIsupportforllPlphonesiQoSlandVLANIconfguration

IGMPISnoopingZforlIPv4,IMLDISnoopingforlIPv6landiQuerierlimodefacilitatelfastireceiversijoinsiandlleavesiforimulticast'streamsland’ensurelmulticast’trafclonly’
reaches interested receivers without the need of a Multicast router

Multicast VLAN Registration (MVR) uses a dedicated Multicast VLAN to forward multicast streams and avoid duplication for clients in di erent VLANs

Schedule enablement

Enterprise security

TrafclcontrollMACFilterland PortiSecurityhelplrestrictitheltrafclallowedlintolandlout’ofispecifedlportsioriinterfaceslinithelsystemlinlordertolincreaseloverall
securitylandlblockIMACladdress foodinglissues

DHCPISnoopingmonitorsIDHCPItrafclbetweenDHCPclientsland DHCPIservers(tolflterlharmfull DHCPImessageland’buildsla’bindings’databaselof/(MACladdress,’
IPladdress,VLANIID, port) tuplesthatlarelconsidered’authorizedlinlorderltolprevent!DHCPIserverispoofnglattacks’

IPIsourcelguardiand’DynamiclARPIInspectionluselthelDHCPIsnoopinglbindingsidatabaselperlportlandiperlVLANItoldroplincominglpackets’that’dolnotimatchlany!
bindingland tolenforcelsourcellPl/IMACladdresses forimaliciouslusersitrafclelimination

Layer 2/Layer 3-v4/Layer 3-v6/Layer 4 Access Control Lists (ACLs) can be binded to ports, Layer 2 interfaces, VLANs and LAGs (Link Aggregation Groups or Port
channel) for fast unauthorized data prevention and right granularity

Bridge protocol data unit (BPDU) Guard allows the network administrator to enforce the Spanning Tree (STP) domain borders and keep the active topology
consistent’andlpredictablel-lunauthorizedldeviceslorlswitcheslbehind'theledgelportsithatlhavelBPDUlenablediwilllnot’belableltolinfuenceltheloveral[STPItopology!
by creating loops

Spanning Tree Root Guard (STRG) enforces the Layer 2 network topology by preventing rogue root bridges potential issues when for instance, unauthorized or
unexpectednewlequipmentlinithelnetworkimayaccidentallylbecomelalroot bridgeforialgivenVLAN!

Page 8 of 36



NETGEAR

ProSAFE® Intelligent Edge Managed Switches

Data Sheet

M4100 series

Dynamic 802.1x VLAN assignment mode, including
Dynamic VLAN creation mode and Guest VLAN/
Unauthenticated VLAN are supported for rigorous user
andlequipment/RADIUSpolicy’serverienforcement!

=[Up to 48 clients (802.1x) per port are supported, including the authentication of the users domain, in
order to facilitate convergent deployments: for instance when IP phones connect PCs on their bridge, IP
phones and PCs can authenticate on the same switch port but under di erent VLAN assignment policies
(Voice VLAN versus data VLAN)

802.1x MAC Address Authentication Bypass (MAB)
is an alternative method for non-Radius clients

<[ A list of authorized MAC addresses of client NICs is maintained on the RADIUS server for MAB purpose
=[MAB can be configured on a per-port basis on the switch

=/ MAB initiates only a er the dot1x authentication process times out, and only when clients don’t respond
to any of the EAPOL packets sent by the switch

«When 802.1x unaware clients try to connect, the switch sends the MAC address of each client to the
authentication server

= The RADIUS server checks the MAC address of the client NIC against the list of authorized addresses

=[The RADIUS server returns the access policy and VLAN assignment to the switch for each client

DoublelVLANSI(DVLANI-IQoQ) pass trafcifromionelcu

stomerldomainltolanotherithroughlthel*metrolcore™linlalmulti-tenancylenvironment:icustomerlVLANIIDslarel

preservedlandlalservicelprovider!VLANIIDlisladded!tolthe trafciso theltrafFcicanipassithelmetrolcorelinla’simple,/securelmanner

Private VLANs (with Primary VLAN, Isolated VLAN,
Community’VLAN,Promiscuouslport,/Hostlport,
Trunks) provide Layer 2 isolation between ports

that share the same broadcast domain, allowing a
VLAN broadcast domain to be partitioned into smaller
point-to-multipoint subdomains across switches in
the same Layer 2 network

[ Private VLANSs are useful in DMZ when servers are not supposed to communicate with each other but
need to communicate with a router; they remove the need for more complex port-based VLANSs with
respective IP interface/subnets and associated L3 routing

Pagel9lof36
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M4100 series
Target Application

WhyIM4100(serieslforithel
edgelofismalllenterprise!l
networks?

BecauselthelM4100(seriesloferslupltol3x]
betterlvalue:

=ICombininglsuperiorlresiliencyland’advanced!
security, NETGEAR Intelligent Edge managed
switches feature comprehensive Layer 2,
Lite Layer 3 and Layer 4 switching; including
fiber aggregation capabilities. Unlike other
‘cost conscious’ products from competitors,
the NETGEAR Intelligent Edge series has
been designed from the ground up for
organizationsirequiringlintelligencelatlthel
network edge.

=/Afordablelandlreliable, theselaccessllayer’
switches win as a proficient component of
secure, converged voice, video and data
networking solutions.
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Three Reasons to Get Started Today with the NETGEAR M4100 series

1. Versatile, Protected and Expendable Power

The M4100 series are the first a ordable managed switches with
both redundant and external power supply capabilities - key for critical
applications such as VolP, IP surveillance and Wireless access points.
PoE devices gobble increasing amounts of POE power, yet existing
SMB switching solutions from other vendors don't scale to full power.
Although most servers in SMB networks have dual power supplies,
switches in SMB networks have not — until now.

Select desktop switches in the M4100 series can be powered by PoE
as a cost-e ective solution when there is no existing electrical wiring or
power outlets, as the switch can draw power directly from the wiring
closet. Thelfexibilitylofla’PoElswitchlislalsolconvenient’forimeetingl
rooms and open spaces where visible electrical wiring is unsightly or
impractical. One PoE+ downlink (30W) from the upstream switch
islsuFcientfor’thelstandardloperationlofithelM4100-D12Gland!
M4100-D12G-POE+ switches. This also increases resiliency for critical
installations: the Power over Ethernet PD connection on these switches
also doubles as a redundant power supply (RPS) should the switch be
locally powered.

Innovative PoE passthrough technology even lets M4100-D12G-
POE+ power local PoE PD devices - redistributing PoE budget from
the upstream switch. Up to 25W of power can be available for local
PD devices - extending the reach of PoE deployments beyond the
100-meter or 328-feet bar: the M4100-D12G-POE+ can function
as a “PoE repeater” for powering remote IP cameras, Wireless access
points, etc.

For all other rackmount Power over Ethernet models in the NETGEAR
Intelligent Edge M4100 series, in addition to their built-in PSU providing
more PoE power than competitive solutions at a similar price point, the
NETGEAR Intelligent Edge M4100 series is the only one allowing for an
additional PoE power “upgrade” via external power supply; immediately
or at later times.

Short story, all rackmount switches in the NETGEAR M4100 series are
either PoE Full Power capable already or PoE Full Power capable when
drawing external power from the RPS4000. All 24-port and 48-port
models can scale up to 802.3af PoE full power or 802.3at PoE+ full
power simultaneously for all ports. This is real investment protection.

2. Security and Control

Enhanced security includes network access control and isolation for
improved convergence of voice, video and data: dynamic 802.1x VLAN
assignment mode, including Dynamic VLAN creation mode and Guest
VLAN / Unauthenticated VLAN are supported for rigorous user and
equipmentlpolicylenforcement fromlalRADIUSIserver..Thel[RADIUS]
server can also be the Network Policy Server (NPS) in Microso ®
Windows Server™ 2008 or 2012, when in an Active Directory domain.

Up to 48 clients (802.1x) per port are supported, including the
authentication of a user's domain, in order to facilitate convergent
deployments. When IP phones connect PCs on their bridge, IP phones
and PCs authenticate on the same switch port but under di erent
VLAN assignment policies (Voice VLAN versus data VLAN) - providing
administratorsiwithIgreaterifexibilitylduringideploymentiand’policy!
enforcement.

For 802.1x unaware clients, 802.1x MAC Address Authentication
Bypass (MAB) is a great alternative: when 802.1x unaware clients try

to connect, the switch sends their MAC addresses to the authentication
server. When checked, the RADIUS server returns the access policy and
VLAN assignment to the switch for each client.

Enhanced security also includes better network isolation with Private
VLANS, providing Layer 2 isolation between ports that share the same
broadcast domain. A VLAN broadcast domain can be partitioned into
smaller point-to-multipoint subdomains across switches in the same
Layer 2 network. This is useful for IP camera deployments, or in the
DMZ when servers are not supposed to communicate with each other
but need to communicate with a router. Private VLANS remove the
need for more complex port-based VLANs with respective IP interface/
subnets and associated L3 routing.

3. Reliability

Learn how the NETGEAR M4100 series delivers more for less: all models
provide much longer MTBF (average lifetime) thanks to better/higher
qualitylcomponentsiandicircuitry.

For instance, the desktop 8-port PoE Fast Ethernet M4100-D10-

POE (FSM5210P) is predicted to have an average mean time between
failure of 579,985 hours, or 66 years at an ambient standard 25°C
temperature (77°F). The rackmount 24-port PoE Gigabit Ethernet
M4100-26G-POE (GSM7226LP) is to predicted to have an average
mean time between failure of 437,199 hours, more than 49 years. This
is nearly double the reliability of the closest competitive solutions in this
price band.

Conclusion

The M4100 series delivers an unbeatable combination of performance,
security and convergence for voice, video and data networking solutions.

Due to the wide adoption of virtualization, the convergence of voice,
video, and data and the rapid proliferation of bandwidth-intensive
applications, small and mid-sized businesses, hospitals and schools
today have security, control and reliability needs similar to those of large
enterprises. For approximately the same price as low-end solutions
currently on the market aimed at SMBs, NETGEAR is o ering high-

end features that have so far been reserved only for enterprise-class

o erings available at double or triple the price point.
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NETGEAR

ProSAFE® Intelligent Edge Managed Switches

Data Sheet
M4100 series
Accessories
Number of APS1000W 1 POWER MODULE 2 POWER MODULES 3 POWER MODULES 4 POWER MODULES
RPS mode Up to 4 switches 2 switches (PoE versions)
(Redundant Power Supply)

EPS mode

(non-PoElversions)

M4100-26Glor]
M4100-50Glor]
M4100-12GF

Complete protection
12Visystemipower

Or:

Upltol4lswitches]
(PoElversions)lbutlonlyfor]
12Visystemipower, not’PoE

M4100-26-POElor!
M4100-50-POE!

M4100-12GFiwhenlPoE+]
portslarelused

M4100-26G-POElor]
M4100-12G-POE+]

M4100-24G-POE+lor]
M4100-50G-POE+

M4100-26-POElor!
M4100-50-POE!

M4100-12GF.when[PoE+]

portslarelused

M4100-26G-POElor!
M4100-12G-POE+!

M4100-24G-POE+lor!
M4100-50G-POE+

Complete protection
12Visystempower]
and-56VIPoElpower

3 switches (PoE versions)

M4100-26-POElor/M4100-
50-POE!

M4100-12GFwhenIPoE+]
portslarelused

M4100-26G-POElor!
M4100-12G-POE+!

M4100-24G-POE+lor]
M4100-50G-POE+

Complete protection
12Visystem’power!
and-56VIPoEpower

4 switches (PoE versions)

M4100-26-POElor!
M4100-50-POE]

M4100-12GFwhenIPoE+
portslarelused

M4100-26G-POElor!
M4100-12G-POE+!

M4100-24G-POE+lor]
M4100-50G-POE+

Complete protection
12Visystemipower!
andl-56VIPoElpower

(External Power Supply)

Example for POE
applications:

720W PoElbudget’availablel(total)!
forlup to 2 switches
(PoElversions)

M4100-50-POElor!
M4100-26G-POE

M4100-24G-POE+or!
M4100-50G-POE+]

OnelM4100-50-POE

1,440WIPoElbudgetlavailablel
(total)forlup to 4 switches
(PoElversions)

M4100-50-POElor!
M4100-26G-POE

M4100-24G-POE+lor!
M4100-50G-POE+]

2,160WIPoEbudgetlavailablel
(total)Iforlup to 4 switches
(PoElversions)

M4100-50-POElor!
M4100-26G-POE

M4100-24G-POE+or!
M4100-50G-POE+]

2,880W!IPoElbudgetlavailablel
(total)Iforlup to 4 switches
(PoElversions)

M4100-50-POElor!
M4100-26G-POE

M4100-24G-POE+lor]
M4100-50G-POE+]

ThreeIM4100-50-POE Four’M4100-50-POE
providing’720W providing’720Wleach providing’720Wleach providing’720Wleach
46[portsfulllpower] 96ports(fulllpower] 138portsfulllpower! 1927portsfulllpower]
802.3af full
(802.3af full power) 802.3af PoE 802.3af PoE 802.3af PoE: 802.3af PoE
Example for POE+ OnelM4100-24G-POE+] OnelM4100-50G-POE+]
applications:

TwoM4100-50-POE

(802.3at full power)

providing’720W

24ports(fulllpower!
802.3atlPoE+

providingl1,440W

48lports.fulllpower]
802.3atlPoE+

OnelM4100-24G-POE+]
providing’720W

OnelM4100-50G-POE+]
providingl1,440W

72portsifulllpower]
802.3atIPoE+

TwoIM4100-50G-POE+
providing’1,440Wleach

96.portsIfulllpower!
802.3atlPoE+

?_6
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ProSAFE® Intelligent Edge Managed Switches

Data Sheet

Accessories

APS1000W
Power Module for RPS4000

Ordering information

=/Americas, Europe:
APS1000W-100NES

=[Asia Pacific: APS1000W-100AJS
=Warranty: 5 years

M4100 series

Capacity:
- 110V-240V AC power input
— Up to 960W DC 12V output power for up to 4 switches (RPS)

— Up to 720W DC -56V PoE budget output power for up to 2
PoE switches (EPS)

Inserting one APS1000W
in RPS4000 powver slot #1

(front view)

RPS4000lequippediwith
4 APS1000W power modules

(front view)

RPS5412
RPS unit for 1 switch
by Optimal Power®

Ordering information
*JAmericas: RPS5412-100NAS

=Europe: RPS5412-100EUS
=[Asia Pacific: RPS5412-100AJS
=Warranty: 3 years

=Optimal Power® RPS unit certified by NETGEAR for
M4100 series

<lIncludes the RPS cable for the switch RPS connector
=[Provides seemless “one-to-one” redundant power to the Switch
=156V DC power limited to 308W (maximum PoE budget)

420-10043-01
Rack mount kit for M4100
series desktop versions

Ordering information
«Worldwide: 420-10043-01

=Warranty: 5 years

Pagel14/0fi36

*[M4100 series desktop switches come with wall mount kit only

=[This optional rack mount kit contains two brackets for standard
19" rack mount

«ICompatible with:
- M4100-D10-POE  (FSM5210P)
- M4100-D12G (GSM5212)

— M4100-D12G-POE+ (GSM5212P)
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Accessories

GBIC SFP Optics for M4100 series

M4100 series

Single mode Fiber

ORDERING INFORMATION Multimode Fiber (MMF)
WORLDWIDE: SEEITABLE'BELOW (SMF)
WARRANTY: 5 YEARS OM1lorlOM2 OoM3
62.5/1250m 50/125um 9/125um
Gigabit SFP AGM731F AGM731F AGM732F
1000Base-SX short range multimode 1000Base-SX short range 1000Base-LX long range single mode
LC duplex connector multimode LC duplex connector

*[FitslintolM4100seriesISFP]
interfaces!(front)

up to 275m (902 )
AGM731F (1 unit)

LC duplex connector
up to 550m (1,804 )
AGM731F (1 unit)

up to 10km (6.2 miles)
AGM732F (1 unit)

Fast Ethernet SFP

<[ FitslintolM4100[series!SFP!
interfaces!(front)

AFM735
100Base-FX IEEE 802.3

LC duplex connector

up to 2km (1.24 miles)

AFM735-10000S (1 unit)

AFM735
100Base-FX IEEE 802.3

LC duplex connector

up to 2km (1.24 miles)

AFM735-10000S (1 unit)

Pagel150fi36



[ Requirements’basedlon]10.x[

so ware release

<[ Layer 2+ package includes

Layer 3 static routing

TECHNICALISPECIFICATIONS

PHYSICAL INTERFACES

Model!Name Description Modellnumber
M4100-D10IPOE Desktop!8lportsiFastiEthernet!PoEI802.3af, Layer2+Isofwarelpackage FSM5210P
M4100-26-POE 24portsiFastEthernet/PoE’802.3af, Layeri2+sofwarelpackage FSM7226P!
M4100-50-POE 487ports FastiEthernetlPoE:802.3af LLayer:2+isofwarelpackage FSM7250P
M4100-D12G Desktopl12portsiGigabit,Layeri2+isofwarelpackage GSM5212

M4100-D12G-POE+

Desktopl12portsiGigabit!PoE+1802.3at,ILayeri2+Isofwarelpackage

GSM5212Pvih2

M4100-12GF

12lportsiGigabitlFiber, Layeri2+isofwarelpackage

GSM7212Flvih2

M4100-12G-POE+

12lportsiGigabit’PoE+1802.3at,ILayeri2+sofwarelpackage

GSM7212Pv1h2

M4100-26G

26portsiGigabit,/Layerl2+Isofwarelpackage

GSM72241v2h2

M4100-50G

50lportsiGigabit,/Layer’2+sofwarelpackage

GSM7248[Iv2h2

M4100-26G-POE

24portsiGigabitlPoEl802.3af,Layeri2+IsoFwarelpackage

GSM7226LP

M4100-24G-POE+

24portsiGigabitlPoE+1802.3at, Layer’2+sofwarelpackage

GSM7224PlIvih2

M4100-50G-POE+

48lports Gigabit/PoE+1802.3at, Layeri2+sofwarelpackage

GSM7248P

Front

Auto-sensing RJ45
10/100

Auto-sensing RJ45
10/100/1000

Auto-sensing SFP ports
100/1000Base-X

Console port
(selectable)

Storage Port

M4100-D10-POE

8

2

2]
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ProSAFE® Intelligent Edge Managed Switches Data Sheet
M4100 series
Rear Power Supply RPS/EPS connector Console port (selectable) Physical security
M4100-D10-POE External - SerialRS232IDB9,IMini-USB
M4100-26-POE Fixed,linternal 1 SeriallRS2321DB9,/Mini-USB
M4100-50-POE Fixed,linternal 1 SeriallRS2321DB9,/Mini-USB
M4100-D12G External - SerialRS232IDB9,IMini-USB
M4100-D12G-POE+ Fixed,linternal - SeriallRS232/DB9
M4100-12GF Fixed,linternal 1 SeriallRS232/DB9
1’Kensington’Lock’Slot
M4100-12G-POE+ Fixed,linternal 1 SeriallRS232/DB9
M4100-26G Fixed,linternal 1 SeriallRS2321DB9,/Mini-USB
M4100-50G Fixed,linternal 1 SeriallRS2321DB9,/Mini-USB
M4100-26G-POE Fixed,linternal 1 SeriallRS2321DB9,/Mini-USB
M4100-24G-POE+ Fixed,linternal 1 SeriallRS232/DB9
M4100-50G-POE+ Fixed,linternal 1 SerialRS2321DB9,IMini-USB
Total Port Count Fast Ethernet Gigabit
M4100-D10-POE 8lports.total 2ports(total
M4100-26-POE 24portsitotal 2lportsitotal
M4100-50-POE 48lportsitotal 2lportsitotal
M4100-D12G - 12portsitotal
M4100-D12G-POE+ - 12lportsltotal
M4100-12GF - 12portsTtotal
M4100-12G-POE+ - 12portsitotal
M4100-26G - 26[portsitotal
M4100-50G - 50portsitotal
M4100-26G-POE - 26[ports(total
M4100-24G-POE+ - 247portsltotal
M4100-50G-POE+ - 50portsTtotal
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Performance’Summary

Switchinglfabric

M4100-D10-POE

5.6IGbps
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Data Sheet

M4100 series

Latencyl(64-byte’frames,]100IMbps,/Copper)

<10.194s

Latencyl(64-byte’frames,/1IGbps,/Copper)

<3.91lus

Addressing!

48-bitIMACladdress

Addressidatabaselsize

16,000!MACladdresses

Numberlof]VLANs

1,0241VLANSs(802.1Q) simultaneously

Numberlofimulticastigroups!fitered!(IGMP)

1K

NumberlofiLinklAggregation/Groups[(LAGs-]

12ILAGsIwithlupltol8portsiperigroup

802.3ad)

Numberloflhardwarelqueuesifor’QoS 8lqueues
Numberlofistaticlroutes!(IPv4) 64
NumberloflIPlinterfaces!(portior’VLAN) 64

Jumbolframelsupport

upltol9KIpacketisize

Acousticlnoisel(ANSI-S$10.12)T I@I25°Clambientl(771°F)

M4100-D10-POE OldBI(fanless)
M4100-26-POE <37.3ldB
M4100-50-POE <38.91dB
M4100-D12G OldBI(fanless)

M4100-D12G-POE+

<19.8ldBlbelowitypicallacousticlofcelambient

Fanlspeed.control

M4100-12GF <301dB
M4100-12G-POE+ <35.8ldB
M4100-26G <35.60dB
M4100-50G <37.2dB
M4100-26G-POE <36.6ldB
M4100-24G-POE+ <33.81dB
M4100-50G-POE+ <47.71dB

HeatDissipationl(BTU)I(Maximum)

M4100-D10-POE

298Btu/hr

M4100-26-POE

1,558Btu/hr

M4100-50-POE

1,661Btu/hr

M4100-D12G 641Btu/hr
M4100-D12G-POE+ 569Btu/hr
M4100-12GF 548Btu/hr

M4100-12G-POE+

1,543Btu/hr

M4100-26G

108Btu/hr
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M4100 series

M4100-50G 169Btu/hr
M4100-26G-POE 932[Btu/hr
M4100-24G-POE+ 1,820/Btu/hr

M4100-50G-POE+

1,896Btu/hr

Mean[TimelBetweenlFailuresl(MTBF)I

@55 Clambient](1311°F)

M4100-D10-POE

111579,985lhoursi(~66.2lyears)

102,891hoursi(~11.7lyears)

M4100-26-POE

17242,281lhoursl(~27.7years)

75,395lhours(~8.6lyears)

M4100-50-POE

17163,019hoursl(~18.6lyears)

49,668’hours](~5.7lyears)

M4100-D12G

11214,142Thoursi(~24.4lyears)

67,633hoursi(~7.7lyears)

M4100-D12G-POE+

17766,618hoursl(~87.5lyears)

99,094Thours(~11.3lyears)

M4100-12GF

17670,956lhoursl(~76.6lyears)

190,562hoursl(~21.8lyears)

M4100-12G-POE+

71422,436lhoursi(~48.2lyears)

108,016lhoursi(~12.3lyears)

M4100-26G

111702,785lhoursi(~80.2lyears)

197,792hours(~22.6lyears)

M4100-50G

111489,311lhoursi(~55.9lyears)

152,639 hours(~17.4lyears)

M4100-26G-POE

111437,199Thoursi(~49.9lyears)

117,763hours](~13.4lyears)

M4100-24G-POE+

111394,619hoursi(~45.0lyears)

106,405 hoursi(~12.1lyears)

M4100-50G-POE+

111239,298hoursi(~27.3lyears)

65,978hoursi(~7.5lyears)

L2[Servicesl-VLANs

[TRADIUSIbasedVLANIassignmentivial.1x
[’RADIUSbasedFilterlIDlassignmentivial.1x

Yes|

IEEE’802.1QIVLANTagging! Yes! Upltol1,0241VLANs -1802.1QTagging
ProtocolBasedIVLANSs Yes
[TIPIsubnet i Yes
[TARP Yes
[mPxX Yes
Subnet’basedVLANs Yes
MACIbased VLANs Yes
VoicelVLAN Yes
PrivatelEdgelVLAN Yes
PrivateVLAN Yes
IEEEI802.1x

[IIGuest'VLAN

lIPlphoneslandIPCs canlauthenticatelon thel
samelportlbutiunderldiferent]VLANIassignment]

policies
[IMAC-based’.1x Yes
[MUnauthenticated’VLAN Yes
DoublelVLANITagging!(QoQ) Yes
[Enablingldvlan-tunnel’makeslinterface Yes
[T Globallethertypel(TPID) Yes
[[MInterfacelethertypel(TPID) Yes
[[ICustomerlIDlusingIPVID Yes
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ProSAFE® Intelligent Edge Managed Switches Data Sheet

M4100 series

Inbound
Inbound
Inbound
Inbound
Inbound
[[IIPIPrecedence Inbound
[IPITOS! Inbound
[IProtocol Inbound
[ISourcellPI(for’Mask’supportiseelbelow) Inbound
SourcellPv6lIP Inbound
[IL3IIPv6IFlowlLabel Inbound
SourcelL4IPort Inbound
[['SupportsIMasking Inbound
MACRulelMatchlFields
[Icos Inbound
[TIDestIMAC Inbound
Dest‘MACIMask Inbound
il Inbound
Inbound
[IISourcelMACIMask Inbound
[TVLANIID Inbound
[IVLANIID2 (Secondary’VLAN) Yes
Ruleslattributes
[[TAssigniQueue Inbound
[TLoggingl--denylrules Inbound
Mirrorl(tolsupportediinterfaceltypesionly) Inbound
[[IRedirect(tolsupportediinterfaceltypesionly) Inbound
Interface
[MInboundldirection Yes
[[ISupportsILAGlinterfaces Yes
[MMultiplelACLsperlinterface,linbound Yes
[IMixed-typelACLsperlinterface,linbound Yes
[IMixedIL2/IPv4IACLslperiinterface,linbound Yes
QoSI-IDifServiFeaturelSupport
DifServiSupported Yes
Class[Type
[TAll Yes
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M4100 series

ClassIMatchlCriteria

[1Icos Inbound
[[IDestlIPI(forIMasklsupportiseelbelow) Inbound
[IDestlIPv6IIP Inbound
Dest'L4Port Inbound
[IDest!MACI(for/Maskisupportiseelbelow) Inbound
Ethertype Inbound
[[TEverylPacket Inbound
[ZIPIDSCP Inbound
[IIPIPrecedence Inbound
[IPITOS (for’Masksupportiseelbelow) Inbound
[IIProtocol Inbound
[TReferencelClass Inbound
[[ISourcelPl(forIMaskIsupportiseelbelow) Inbound
SourceIPv6LIP Inbound
[IL3lPv6IFlowiLabel Inbound
[ISourcelL4’Port Inbound
[[ISourcelMACI(foriMaskisupportiseelbelow) Inbound
[VLANIIDI(SourcelVID) Inbound
[['SupportsIMasking Inbound
Policy!Attributes’--[Inbound
ITAssigniQueue Inbound
[IDrop Yes
[IMark’COS Yes
[IMarkIIPIDSCP Yes
T MarklIPIPrecedence Yes
TMirrori(to’supportediinterfaceltypesionly) Inbound
[IPolicelSimple Yes
[[IPolicelColorlAwarelMode Yes

Servicellnterface

[[TInboundSlot.Porticonfgurable Yes
[TInboundTAllPortsiconfgurable Yes
[[ISupportsILAGIinterfaces Yes
[IMixedIL2/IPv4’matchicriteria,linbound Yes
PHBISupport

[EF Yes
[TIAF4x Yes
[TIAF3x Yes
[TIAF2x Yes
[TIAF1x Yes
[mcs Yes
StatisticsI--IPolicylInstancel

Ofered packets
[Discarded packets

QoSI-ICOS[FeaturelSupport

COSSupport Yes
[[I'SupportsILAGIinterfaces Yes
[[ICOSIMapping.Confg Yes
Confgurablelper-interface Yes
ZIPIDSCPIMapping Yes
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COSIQueuelConfg
[IQueuelParmsiconfgurablelper-interface Yes
[[IDroplParmsiconfgurablelper-interface Yes

InterfacelTraFciShaping(foriwholelegresslil Yes

linterface)
[IMinimumIBandwidth Yes
[[IWeightedDefcit’RoundRobinl(WDRR) Support Yes
[MMaximumIQueueWeight 127
TIIWREDISupport Yes

IEEEINetworkIProtocols

IEEE:802.3 Ethernet 'EEESO2'ﬁéﬁé“é{?ﬁﬁéf”tﬂher”et IEEE802. 15 Multiple:Spanning Tree (MSTP) ot o A

IEEE'802.3U7100BASE-T IEEEI802.3ad Trunking (LACP) IEEEI802. 1wiRapid:Spanning Tree (RSTP) IEEEI802. 1p.
Qualitylof’Service

|IEEEI802.3ab11000BASE-T IEEE802. 1AB(I|'_II‘_DDEYV,\'; Eé)A)NSI/TlA_]'OST IEEEI802.1X Radiusinetworklaccessicontrol EE@%E&?Q

IEEE1802. 32 Gigabit/Ethernet’1000BASE-SX/LX IEEE1802. 1 DISpanning Treel(STP) IEEE!802.1Q'VLAN tagging 'EEE%gzzngt/ IEEE!

IETFIRFCIStandardslandIMIBs

SystemFacilities

RFCI768—UDP RFCI2131—DHCPIClient/Server

RFCI783—[TFTP RFCI2132/—DHCPloptionsi&BOOTPIvendoriextensions

RFCI791-IP RFCI2030—SimpleINetwork TimelProtocol(SNTP) Versionl4forlIPv4,lIPv6landIOS|

RFCI792-IICMP RFCI2865—RADIUSIClient](bothISwitchland!Managementlaccess)

RFCI793-TCP RFCI2866[—RADIUS!Accounting

RFCI826[—Ethernet/ARP RFC12868—RADIUS!AttributesforiTunnellProtocollsupport!

RFCI894—TransmissionloflIPidatagramsioverlEthernetinetworks RFCI2869—RADIUS[Extensions

RFCI896[—ICongestionicontrollinllP/ TCPINetworks RFC2869bis’—RADIUSISupportforlExtensiblelAuthenticationlProtocol’(EAP)

RFCI951—BOOTP RFCI3164[—ThelBSDISysloglProtocol

RFCI1321—Message-digestlalgorithm

RFCI3580/—1802.1XRADIUSIusage’guidelines!(VLANassignmentivialRADIUS,idynamiclVLAN)
RFCI15341-Interoperationlbetween’BOOTPland:DHCP!

SwitchingIMIB

RFCI1213—IMIB-II RFC12620—RADIUS Accounting!MIB
RFCI1493—IBridgelMIB RFC12737—Entity]MIBlversion’2
RFCI1643—Ethernet-likeIMIB RFCI2819:—[RMON Groups!1,2,3/&!9
RFC12233—Thellnterfaces/GroupIMIBlusing!SMIv2 IEEEI802.1XIMIBI(IEEEI802.1-PAE-MIBI2004 Revision)
RFC12674—VLANIMIB! IEEE}802.1AB—/LLDPIMIB
RFC12613—SMONIMIB ANSI/TIA'1057—LLDP-MEDIMIB
RFC126181—RADIUSIAuthentication!Client!MIB PrivatelEnterpriseMIBsIsupportingiswitchingfeatures
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IPv4lRouting

RFCI10271—UsinglARPtolimplementltransparent’subnet/Gatewaysl(Proxy!
ARP)

RFCI21311-IDHCPlrelay

RFCI1256—ICMPRouterIDiscovery.Messages

RFCI3046—DHCPIRelay’Agentiinformationloption

RFCI1812—RequirementsiforilPVersionl4lrouters

VLANrouting!

IPv4RoutingIMIB

RFCI2096]—IPIForwardingTableIMIB

PrivatelenterpriselMIBIsupportinglroutingifeatures

Multicast

RFCI1112]—HostlextensionsforlIPIMulticasting

RFCI2710—MulticastListeneriDiscovery(MLD)forlIPv6

RFC12236]—Internet!Group/ManagementiProtocol,Version2

RFC13376]—Internet!Group/ManagementiProtocol,/Versionl3

RFCI2365—AdministrativelyScopedIPIMulticast

RFCI3810—MulticastiListenerDiscoveryVersion2[(MLDv2)forlIPv6

Multicast/MIB

MiB

Draf-ietf-magma-mgmd-mib-05IMulticast:Group.MembershipDiscoveryl

PrivatelEnterpriseMIBIsupportingIMulticastfeatures

IPv6IRouting

RFCI1981—PathiMTUIforIPv6

RFCI3484—Default/AddressSelectionforIPv6

RFCI2460—IPv6Protocol’specifcation

RFCI3493—BasiciSocketlInterfacelforlIPv6

RFCI24611—NeighboriDiscovery

RFCI3542—AdvancediSockets!APIIforlIPv6

RFCI2462—Stateless’Auto/Confguration

RFCI3587—IPv6IGlobal’lUnicast’Address’Format

RFCI2464—IPv6loverlEthernet

RFCI3736/—[Stateless’DHCPv6I

IPv6IRoutingIMIB

RFCI2465-[IPv6IMIB

RFCI2466.—ICMPV6IMIBIII]

QoS

andlIPv6IHeaders

RFCI2474—DefnitionlofiDiferentiated’ServicesIField (DSIField)linlthellPv4!

RFCI3260—New.TerminologylandClarifcations forDifServ

RFC124 75— AnlArchitecturelforDiferentiated Services

RFCI3289—Managementlinformation/Baselforlthe DiferentiatedIServices/Architecturel(read-only)

RFC125971—AssuredForwarding!PHBIGroup

RFCI3246]—AnExpedited Forwarding!PHBI(Per-HopBehavior)

PrivatelMIBs[forfulllconfgurationlofIDifServ,/ACLland!CoS functionality

Management

RFCI854—Telnet

RFCI3412—Message Processingl& Dispatching!

RFCI855—[Telnet!Option

RFCI3413—SNMPIApplications

RFCI1155—SMIv1

RFCI34141—User-BasedSecurity!Model

RFCI1157-ISNMP

RFCI3415—View-basedIAccessIControl!Model

RFCI1212]—ConciselMIBIDefnitions

RFCI3416]—Versionl2lofiSNMPIProtocol/Operations
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RFCI18671—HTML/2.0lFormsiwith’fleluploadlextensions RFCI3417—Transport’Mappings

RFCI1901™—Community-basecdSNMPv2 RFCI34 18— Managementlinformation/Basel(MIB) for thelSimpleINetworkIManagementIProtocol

(SNMP)
RFCI1908—Coexistencelbetween’SNMPV1I&SNMPIv2
RFCI2068—HTTP/1.1]protocol’asupdatedby’ SSL13.0JandITLS1.0
draf-ietf-http-v11-spec-rev-03 [I-IRFC2246]—ThelTLSIProtocol, Versionl1.0

[I-IRFCI2818—HTTPloverITLS
RFC122711-SNMPIFramework!MIB

RFCI2295]—TransparentIContentINegotiation

RFCI2296]—Remote Variant!Selection;[RSVA/1.0lState!
Managementi“cookies”l—draf-ietf-http-state-mgmt-05

RFCI2576]—Coexistencelbetween]SNMPv1,v2landlv3
SSHI1.5land(2.0

[RFCI4253[—ISSH TransportiLayerProtocol
Il FCl4252—ISSH AuthenticationlProtocol
[I-IRFC14254[—ISSHIConnection!Protocol

: o . o -RFCI42511-ISSHProtocol’Architecture
RFC2580—Conformance statements for'SMIv2 1-IRFCI4716/—ISECSHPubliciKey(FilelFormat

....—_RFCI44192—IDi'I;e—HeIImanIGroupZExchangeIfothheZSSHZTransportZLayerZProtocoI

RFCI2578—SMIv2

RFCI2579—TextuallConventions for’SMIlv2

RFCI3410—Introductionland’Applicability’Statements forlinternet’Standard!
ManagementFramework

RFCI34 11— AnlArchitecturelforiDescribing]SNMPIManagementiFrameworks

Management

Passwordmanagement Yes

ConfgurablelManagement’VLAN Yes

ﬁ;ﬁ;ﬂiﬁg?&gpiand:DHCP:OptionS:GG’:m’: Yes Scalableldeploymentiprocessi(frmware, confg)
AdminlaccesslcontrollvialRadiusland_TACACS+ Yes Policies,[Enable
Industrylstandard!CLII(IS-CLI) Yes Command!Linelinterface
CLIlcommandsllogged tola’Syslog’server Yes

Web-basedgraphicalluserlinterfacel(GUI) Yes FullyZfunctional’GUI

Telnet Yes

IPv6Imanagement Yes

Dual’Sofwarel(frmware)limage Yes AllowsInonldisruptivelfrmwarelupgradelprocess
DuallConfgurationfle Yes Text-based(CLIlcommands)iconfgurationfle
IS-CLIScripting Yes Industryistandarg[ij(tltl)_rllichggnandsiscriptsifori
Portldescriptions Yes

SNTPClient overUDPport’123 Yes Pr°"ideS:Si{]’i‘;:‘gggici‘zggf;"xfcg‘imzt:mp:either:
XMODEM! Yes

SNMPIv1/v2 Yes

SNMPIv3iwithimultiplelIPladdresses Yes
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RMONI1,2,3,9
[IMaxHistorylentries
[IMaxbucketsiperiHistorylentry
[MMaxAlarmlentries
MaxEventlentries

Yes
3*](porticount’+ILAGI+]10)
10
3*(porticount’+ILAGI+110)
3*](porticountl+LAGI+110)

[IMax(sourcelportsliniasession

[IMax LoglentriesiperlEventlentry 10
PortMirroring Yes
[’Numberlofimonitorsessions 1

[ITX/RxI Yes
[MManyltolOnelPortMirroring Yes
[TLAGsupportedasisourcelports Yes

Totallswitchlporticount

Flow’basedmirroring Yes

CablelTestlutility Yes CLI,/WebIGUI
Traceroutelfeature Yes

OutboundTelnet Yes

SSH v1l/v2 .
[[ISSHISessionIConfguration Yes Secure:shel
SSL/HTTPSlandITLSIv1.0lforiweb-basedlaccess Yes

Fileltransfersi(uploads,/downloads) TFTPI/IHTTP

Securedprotocols for fleltransfers SCPI/ISFTPI/IHTTPS!

HTTPIMaxISessions 16

SSL/HTTPSIMax(Sessions 16

HTTPIDownload!(frmware) Yes

Syslogl(RFCI3164) Yes

Persistentllog’supported Yes

User/AdminIManagement

UserlIDIconfguration Yes

Max_number oficonfgurediusers 6

Support’multiplel]READWRITEIUsers Yes

Max_number ofllASlusersi(internalluser’database) 100

Authenticationloginllists Yes

AuthenticationEnablellists Yes

AuthenticationlHT TPlists Yes

Authentication'HT TPS[lists Yes

AuthenticationlDot1xIlists Yes

AccountinglExecllists Yes

Accounting’lCommandsllists Yes
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LoginiHistory 50
M4100IseriesI-[PlatformIConstants

MaximuminumberlofiremotelTelneticonnections 5
MaximuminumberlofiremotelSSHIconnections 5
Numberlof]MACIAddresses 16K
NumberloflVLANSs 1K
VLANIIDIRange 10-14093
Numberlofl802.1p TrafcIClasses 8lclasses
IEEE802.1X] 48

[’Numberlofl.1xclientsiperlport

NumberloflLAGs 12ILAGswithluptol8portsiperigroup
Maximumimultiplelspanningltreelinstances 32
MACIbasedVLANS Yes
[Numbersupported 256
Numberlofllog'messagesibufered 200
StaticIflterlentries 20
[TUnicast’MACandsourcelport] 20
[MMulticast‘MACland source’port 256
[[IMulticast’'MAClanddestination’portl(only)!

Subnet’based’VLANs Yes
[“Numbersupported 128
ProtocolBasedVLANs Yes
[[IMaxnumberlofigroups 128
[IMaxIprotocols 16
MaximumIMulticasttMACIAddresseslentries 1K
JumbolFramelSupport Yes
[[IMax(SizelSupported! 9k
NumberlofIDHCPIsnoopingbindings 16K
NumberlofIDHCPIsnooping(staticlentries! 1024
LLDP-MEDInumberlofiremotelnodes 48
Port‘MACILocking Yes
Dynamicladdressesiperlport 4096
Staticladdresseslperiport 48
sFlow

Numberlofisamplers 32
Numberlofipollers 52
Numberlofireceivers 8
Radius

Max Authenticationlservers 5
Max Accounting’servers 1
Numberloflroutinglinterfacesl(including’port/vian) 64
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Numberlofistaticlroutesl(v4)

64

Routing!Heaplsize

[Pva 256K
DHCPIServer
ax.numberofipools 16
[ITotallmaxlleases 1024
DNSIClient
[IIConcurrentirequests! 16
[INamelserverlentries 8
eachllistlentries 6
[IStaticlhostlentries 64
I Cachelentries 128
[IDomainsearchllistlentries 32
NumberloflHost’Entries!(ARP/NDP)
[TIPv4lbuild 512 including’5091usericonfgurablelentries
[[IStaticlv4]ARPEntries 16
Numberlof ECMPINextHopsIperRoute 1
ACLILimits
[IMaximumNumberlof’ACLs!(anyltype) 50
IMaximumINumberIConfgurablelRules periList 509
"MaximumIACLIRulesIperlinterfacelandIDirectionl 509
1(IPv4/L2)
"Maximum/ACLRulesperlinterface’andDirection! 509
1(IPv6)
[IMaximumIACL[Rules!(system-wide) 4K
IMaximum’ACLILogging Rules](system-wide) 32
COSIDevicelCharacteristics
IConfgurablelQueuesperiPort 8lqueues
3

[lIConfgurablelDroplPrecedencellLevels

DifServiDevicelLimits

[NumberlofiQueues
[Requires[TLVItolcontainlalllpolicylinstances!
[combined

[MMax(RulesIperIClass
[IMax(InstancesperiPolicy
ax[Attributesiperlinstance
[MMax Servicellnterfaces
[IMax(TablelEntries
lass'Table
['Class’RulelTable
[Policy Table
olicylInstancelTable
[Policy’AttributelTable
[Max NestedIClass
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M4100-26-POE

4400x12571x143.2Imm(17.320x110.121x]1.7]in)

M4100-50-POE

4400x13100x(43.2Imm(17.320x112.201x]1.7lin)

M4100-D12G

328Ix1691xI43.2Imm{(12.91Ix(6.65IxI1.7Iin)

M4100-D12G-POE+

331Ix[2081x]43.2Imm((13.03[x(8.191xI1.7Iin)

M4100-12GF

440x12571x43.2Imm(17.31x]10.12[x[1.7lin)

M4100-12G-POE+

440x12571x43.2Imm(17.31x]10.12[x[1.7lin)

M4100-26G

440x12571x]43.2Imm(17.31x]10.12[x[1.7lin)

M4100-50G

440x12571x143.2Imm(17.31x]10.12[x[1.7lin)

M4100-26G-POE

440x12571x43.2Imm(17.31x]10.12[x[1.7lin)

M4100-24G-POE+

440x12571x]43.2Imm(17.31x]10.12[x[1.7lin)

M4100-50G-POE+

4400x13100x143.2Imm(17.320x112.201x]1.7]in)

Weight

M4100-D10-POE

2.8kg(6.17lb)

M4100-26-POE

4.13kg(9.17lb)

M4100-50-POE

4.96kg1(10.911b)

M4100-D12G

1.331kg(2.91b)

M4100-D12G-POE+

2.596kg((5.731b)

M4100-12GF

3.665kg((8.081b)

M4100-12G-POE+

4.021kg](8.861lb)

M4100-26G

3.24°kgi(7.11b)

M4100-50G

3.63kgI(8.0b)

M4100-26G-POE

3.79kg1(8.3611b)

M4100-24G-POE+

4.368kgl(9.631Ib)

M4100-50G-POE+

4.96%kgI(10.91b)

Power Consumptionl(alllportsiused,line-rateltrafc,/max’PoE)

M4100-D10-POE 87.30WImax
M4100-26-POE 456.29WImax
M4100-50-POE 486.64WImax
M4100-D12G 18.80WImax
M4100-D12G-POE+ 166.60Wimax
M4100-12GF 160.60WImax
M4100-12G-POE+ 452WImax
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M4100-26G 31.60WImax
M4100-50G 49.50W.max
M4100-26G-POE 272.90Wmax
M4100-24G-POE+ 533WImax
M4100-50G-POE+ 555.50W.max
EnvironmentallSpecifcations
Operating:
[['Temperature 32°7tol122°FI(0°[tol50°C)
[THumidity 90% maximum_relativelhumidity,_non-condensing
[TAltitude 10,000 (3,000im) maximum
Storage:
[ITemperature [—14°Tt0l158°F(—20°to]70°C)
[MHumidity 95% maximum’relativelhumidity,_non-condensing
[TAltitude 10,000 (3,000im) maximum

ElectromagneticEmissionslandlimmunity

Certifcations CElmark,.commercial
FCCIParti15IClass’A,IVCCIIClassIA
ClassIA’TENI55022](CISPRI22) Class’A

ClassIAIC-Tick
ENI50082-1
ENI55024
Safety
Certifcations CElmark,.commercial

CSAlcertifed (CSAI22.21#950)
ULllisted](ULI1950)/cULIIECI950/ENI60950
CB
ccc

PackagelContent

All models ProSAFE®IM4100lseriesiswitch
Power cord
RubberifootpadsIforitabletoplinstallation!
RubbericapsforithelSFPIsockets]

Mini-USBIconsolelcablelwithlonelMinilBIconnectorlandioneltypelAlconnector

ResourcelCDIwithlinksitolonlineldocumentation:IUSB drivers for the Mini-USB console; Switch MIB; ProSAFE M4100 Managed
Switch Quick Installation Guide, ProSAFE M4100 Hardware Installation Guide; ProSAFE Managed Switch Command-Line Interface
(CLI) User Manual; ProSAFE M4100 and M7 100 Managed Switches Administration Manual

TechnicallDocumentationlonlinelrepository:thttp://www.downloads.netgear.com/docs/m4100/enu/202-11161-01/

Rackmount models

M4100-26-POE;/M4100-50-POE
M4100-12GF;IM4100-12G-POE+;]M4100-26G;M4100-50G
IM4100-26G-POE;]M4100-24G-POE+;]M4100-50G-POE+

Rack-mountingZkit

Desktopmodels
M4100-D10-POE;IM4100-D12G;IM4100-D12G-POE+

Wall-mountinglkit
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Desktop models AClexternallpower adapter
M4100-D10-POE;M4100-D12G magneticImountinglkit!(setlofimagnets)

OptionallModules’andlAccessories

All models: OrderingISKU:

[TAFM735 100Base-FXISFPIGBICI(Multimode) AFM735-10000S
[IAGM731F 1000Base-SXISFPIGBICI(Multimode) AGM731F

[TAGM732F 1000Base-LXISFPIGBICI(SingleImode) AGM732F

All rackmount models:

[RPS5412 OptimallPower®RedundantPowerISupplyl(onelswitchl-IRPSImodelonly) RPS5412-100NAS/-100EUSI/-100AJS
[IRPS4000 External/RedundantIPower Supply(uptoZfourswitchesl-'RPSlor[EPSImode) RPS4000-100NES1/-100AJS
[TAPS1000W PowerIModulefor’RPS4000 APS1000W-100NES/-100AJS

All desktop models:
[l420-10043-01 Rackmountlkit’for/M4100lseriesidesktoplversions 420-10043-01

WarrantyZ’and!Support

ProSAFE[LifetimeWarranty Included,lifetime
ProSupportiLifetimel24x7IAdvanced Technical’Support* Included,lifetime
NextBusinessIDay onsite’hardwarelreplacement’support** Included, 3lyears

ProSupportiServicelPacks

3-yearNext'BusinessDayhardwarelreplacementicontract

<126-portiversions] M4100-D10-POE;M4100-26-POE;M4100-50-POE;IM4100-D12G;!
. . o . . M4100-D12G-POE+;]M4100-12GF;M4100-12G-POE+;]M4100-26G;!
[IXPressHW,Category’2 PRRO332[servicelcontract M4100-26G-POETM4100-24G-POE+
=I50-portiversions!

[IXPressHW, Category(3! PRRO333Iservicelcontract M4100-50G;IM4100-50G-POE+

Packs OrderinglInformation

M4100-D10-POE Desktop 8 ports Fast Ethernet PoE 802.3af, Layer 2+ so ware package

[Americas, Europe FSM5210P-100NES

[[AsialPacifc FSM5210P-100AJS

[IChina FSM5210P-100PRS

M4100-26-POE 24 ports Fast Ethernet PoE 802.3af, Layer 2+ so ware package

[TAmericas, Europe FSM7226P1-100NES

[[IAsialPacifc FSM7226P1-100AJS

[TIChina FSM7226P-100PRS

M4100-50-POE 48 ports Fast Ethernet PoE 802.3af, Layer 2+ so ware package

["Americas, Europe FSM7250P-100NES

[TAsia’Pacifc FSM7250P-100AJS

[TChina FSM7250P-100PRS

M4100-D12G Desktop 12 ports Gigabit, Layer 2+ so ware package

[JAmericas, Europe GSM5212-100NES

[TAsia’Pacifc GSM5212-100AJS

[TIChina GSM5212-100PRS

M4100-D12G-POE+ Desktop 12 ports Gigabit PoE+ 802.3at, Layer 2+ so ware package

[Americas, Europe GSM5212P-100NES V1H2
[[AsialPacifc GSM5212P-100AJS V1H2
[IChina GSM5212P-100PRS V1H2
M4100-12GF 12 ports Gigabit Fiber, Layer 2+ so ware package

["Americas, Europe GSM7212F-100NES V1H2
[IAsialPacifc GSM7212F-100AJS V1H2
[TIChina GSM7212F-100PRS V1H2
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M4100-12G-POE+ 12 ports Gigabit PoE+ 802.3at, Layer 2+ so ware package

[[’Americas, Europe GSM7212P-100NES V1H2

[[TAsialPacifc GSM7212P-100AJS V1H2

[IChina GSM7212P-100PRS V1H2

M4100-26G 26 ports Gigabit, Layer 2+ so ware package

[’Americas GSM7224-200NAS V2H2

I GSM7224-200EUS V2H2
GSM7224-200AJS V2H2
GSM7224-200PRS V2H2

M4100-50G 50 ports Gigabit, Layer 2+ so ware package

["Americas GSM7248-200NAS V2H2

[Europe GSM7248-200EUS V2H2

[[TAsialPacifc GSM7248-200AJS V2H2

[IChina GSM7248-200PRS V2H2

M4100-26G-POE 24 ports Gigabit PoE 802.3af, Layer 2+ so ware package

["Americas, Europe GSM7226LP-100NES

[[TAsialPacifc GSM7226LP-100AJS

[IIChina GSM7226LP-100PRS

M4100-24G-POE+ 24 ports Gigabit PoE+ 802.3at, Layer 2+ so ware package

["Americas,Europe GSM7224P-100NES V1H2

[[TAsialPacifc GSM7224P-100AJS V1H2

vChina GSM7224P-100PRS V1H2

M4100-50G-POE+ 48 ports Gigabit PoE+ 802.3at, Layer 2+ so ware package

[["Americas, Europe GSM7248P-100NES

[[IAsialPacifc GSM7248P-100AJS

[IChina GSM7248P-100PRS

NETGEAR, the NETGEAR Logo, and ProSAFE are trademarks of NETGEAR, Inc. in the United States and/or other countries. Other brand names mentioned herein are for identification purposes only
and’maybe’trademarkslofitheirrespectivelholder(s).Informationlisisubject’tolchangelwithout’notice [©12013INETGEAR, Inc [Allrightsireserved.

+ Lifetime warranty for product purchased a er 05/01/2007. For product purchased before 05/01/2007, warranty is 5 years.
*1124x7ILifetimelAdvanced TechnicallSupportlincludesIRemotelDiagnosticsiperformedibylouritechnicallexpertsiforipromptlresolutionlofitechnicallissues.

**]3-yearNextlbusinessidaylonsitelhardwarelreplacementisupportlincluded:seelhttp://onsite.netgear.comforicoverage,lavailability’and termsiandiconditions.
D-M4100-0
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